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INTRODUCTION 


“Scientia  potestas  est”  (Knowledge  is  Power).  Francis  Bacon1 

As  Doctor  Seuss’  Horton  the  elephant  discovered  when  dealing  with  Whoville,  size  is  not 
an  indicator  of  potential.  The  tiniest  of  specks  can  contain  untold  possibilities  as  the  people  of 
Whoville  demonstrated  when  they  changed  Horton’s  world  view.  One  just  has  to  listen. 

This  research  paper  discusses  the  transfonnational  potential  of  nanotechnology,  by  the 
year  2035,  to  threaten  U.S.  national  security,  but  also  to  provide  unique  deterrence  options. 
Nanotechnology  is  increasingly  inextricably  linked  to  America’s  global  economic 
competitiveness  and  national  security.  By  2035  U.S.  leadership  in  nanotechnology  will  enable  a 
nanotechnology-empowered  military  as  a  critical  combat  multiplier  in  support  of  our  national 
security.  The  last  Secretary  of  Defense  believed  that  a  primary  lesson  of  the  Global  War  on 
Terror  was  that  our  exploitation  of  military  capabilities  was  more  crucial  to  our  success  than 
sheer  mass.  Nanotechnology  offers  a  tremendous  opportunity  to  transform  our  military 
capabilities. 

The  tenn  nanotechnology  has  a  wide  range  of  uses,  from  layered  coatings  that  improve 
common  commercial  products  to  science  fiction  stories  foretelling  atomic-sized  machines  that 
repair  humans  from  the  inside  out.  This  paper  uses  the  U.S.  National  Nanotechnology  Initiative 
definition  of  nanotechnology.  It  defines  nanotechnology  as  understanding  and  controlling  matter 
at  “dimensions  between  approximately  1  and  100  nanometers  (mn),  where  unique  phenomena 
enable  novel  applications.”4  These  unique  phenomena  occur  only  on  a  scale  where 
intennolecular  forces  become  more  important  than  standard  Newtonian  physics.  To  put  this 
scale  into  perspective,  Joel  Garreau  says  nanotechnology  “means  manipulating  the  unimaginably 
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small”  and  gives  us  a  superb  frame  of  reference  by  equating  a  nanometer  to  “five  carbon  atoms 
in  a  row....”5 

Nanotechnology,  however,  is  about  much  more  than  dealing  with  the  very  small.  M.C. 
Roco6  describes  nanotechnology  as  a  major  advance  in  technology  due  to  a  convergence  of  the 
fields  of  science  and  engineering  allowing  us  to  “see  and  touch”  atoms  and  molecules,  “where 
the  fundamental  principles  of  life  can  be  found.”7  The  impetus  for  nanomaterials  came  from 
quantum  theory,  since  nanomaterials  are  governed  by  the  laws  of  quantum  physics.  In  other 
words  intermolecular  forces  at  the  nanoscale  give  these  materials  unique  properties.  For 
example  the  ratio  of  surface  to  core  atoms  on  a  nanoparticle  is  very  large,  which  changes  the 
electronic  structure  of  the  core  atoms  and  its  anisotropy  may  be  quite  different  from  bulk 
systems.9  It  is  also  important  to  differentiate  nanotechnology  from  nanoscale  technology,  which 
deals  with  items  less  than  100  mn  in  size,  but  not  “designing  and  building  machines  in  which 
every  atom  and  chemical  bond  is  specified  precisely.”10 

This  paper  highlights  existing  and  likely  advances  in  scientific  and  technical1 1 
understanding  of  nanotechnology.  It  outlines  how  this  knowledge  might  interact  with  the 
strategic  environment,  and  provides  some  ideas  for  using  nanotechnology  to  deter  adversaries 
and  concludes  with  recommendations  for  further  research. 
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NANOTECH  TODAY 


“If  I  were  asked  for  an  area  of  science  and  engineering  that  will  most  likely  produce  the 
breakthroughs  of  tomorrow,  I  would  point  to  nanoscale  science  and  engineering.  ”  Neal  Lane 
Former  Assistant  to  the  President  for  Science  and  Technology1" 

Currently  nanotechnology  is  in  its  early  stages,  but  the  science  is  rapidly  advancing. 

1  T 

Today,  nanotechnology  deals  mainly  with  passive  nanostructures  such  as  nano-tubes,  layers 
and  particles.  Even  at  this  level  of  development,  however,  global  investment  in  nanotechnology 
is  having  a  profound  impact  on  advancing  the  frontier  of  scientific  and  engineering  knowledge. 14 

These  advances  are  being  driven  by  a  convergence  of  advances  in  science  and 
engineering  fields  funded  by  governments  and  industries  that  have  recognized  its  vast 
commercial  potential. 15  “What  is  interesting  about  nanotechnology  is  that  it  functions  as  a 
technological  multiplier.  It  moves  other  technologies  to  new  levels.”16  Already  fields  as  diverse 
as  manufacturing,  electronics,  and  medicine  are  being  transformed  due  to  our  better 
understanding  of  the  nanoscale  environment  and  creation  of  tools  to  manipulate  matter  on  this 
scale.  These  successes  have  formed  a  self-perpetuating  innovation  loop.  For  example, 
biotechnology  companies  are  funding  advances  in  nanotechnology  to  provide  new  tools  to 
produce  better  pharmaceuticals.  The  resulting  technological  advances  are  then  applied  to  the 
science  of  computing,  which  then  improves  researchers’  understanding  of  critical, 
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computationally  intensive  fields  of  study  like  DNA. 

These  complementary  scientific  and  engineering  advances,  applied  to  the  field  of  material 
science,  have  led  to  nanomaterials  used  in  various  commercial  applications  today. 

Nanomaterials  are  materials  made  by  combining  chemical  engineering  and  material  science  to 
produce  nanoscale  materials  that  enable  stain  resistant  apparel,  super-hard  ceramics  and  ultra- 
fine  powders. 
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On  the  other  hand,  nanomachines,  which  require  self-replication  to  be  commercially 
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viable,  are  not  yet  commercially  available.  Currently,  however,  much  research  is  focused  on 

creating  the  conditions  for  future  self-replicating  nanotechnology.  Nanomachines  will  come 

from  the  convergence  of  advances  in  material  science,  mechanical  engineering,  robotics  and 

biotechnology. 19  The  huge  potential  of  nanomachines,  like  in-vivo  medical  devices,20  sensors, 

and  nano-surveillance  systems,  is  being  recognized  with  concomitant  Research  and  Development 

21 

(R&D)  funding  from  industries  and  governments. 


Figure  1:  High  Magnification  Image  of  a  Free-Standing  Crystal  Zinc  Oxide  Nanoring22 
Nanotechnology-infused  manufacturing  is  already  in  great  demand  due  to  its  ability  to 

discretely  control  desired  material  properties.  It  “aims  at  building  material  structures, 

components,  devices/machines,  and  systems  with  nanoscale  features. . . .”  Specifically 

operating  in  nanoscale,  like  the  Nanoring  imaged  in  figure  1,  enables  materials  with  reduced 

mass,  enhanced  performance,  improved  durability,  enabling  multifunctionality  and  reduced  cost. 

A  very  promising  example  is  fluorescent  sensors.  Nanoparticle-fluorescent  polymer,  or 

'chemical  nose,'  sensors  have  recently  been  used  to  detect  and  identify  proteins  with  an  accuracy 

of  94  percent,  demonstrating  huge  potential  in  medical  diagnostic  applications." 

A  widely  used  and  researched  nanostructure  with  tremendous  potential  is  the  Carbon 

Nanotube  (CNT).  A  CNT  (figure  2)  is  a  tubular  form  of  carbon  with  a  diameter  from  1  nm  to  a 
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few  microns.  “Because  of  their  unique  self-assembled  and  atomically  perfect  structures, 
carbon  nanotubes  exhibit  unusual  electrical,  mechanical,  and  chemical  properties.”  These 
properties  include  “the  ability  to  carry  exceptionally  high  current  densities  in  long  molecularly 
perfect  ‘wires’  and  unusually  high  mechanical  strength  at  the  limit  of  small  ‘fiber’ 
diameters. ...”  CNTs  are  already  used  as  structural  reinforcements  and  in  lithium-ion  batteries. 
Future  applications  include  chemical  sensors,  portable  X-ray  machines,  and  extremely 

9Q 

lightweight  and  strong  materials  that  will  dramatically  reduce  the  weight  of  cars  and  spacecraft. 

•  STRIP  OF  A  GRAPHENE  SHEET  ROLLED  INTO  A  TUBE 


Figure  2:  Carbon  Nanotube  Diagram  Courtesy  of  Meyyappan  11 
Nanoparticles  offer  exciting  opportunities  in  various  fields.  For  example  “magnetic 

nanoparticles  are  useful  for  a  wide  range  of  applications  from  data  storage  to  medicinal 
11 

imaging.”  Bob  Fox  from  Idaho  National  Laboratory  says,  "Nanoparticles  are  the  scientific 
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gold  rush  of  the  next  generation.  They'll  change  our  lives  the  way  personal  computers  have." 
Nanoparticle  properties  are  very  dependent  on  size,  so  harnessing  their  true  potential  requires 
producing  them  to  specific  sizes.  Many  commercial  and  academic  R&D  programs  have  reported 
progress  in  this  area  allowing  even  more  use  of  nanoparticles  in  commercial  products,  such  as 
coatings  and  powders,  usually  created  through  chemistry.  Manufacturing  using  ultrafine 
powders  provides  a  more  even  mixture  leading  to  improved  properties,  such  as  stain  resistance 
and  ease  of  cleaning.  34  True  nanoparticle  coatings  have  different  properties  at  the  nanoscale,  for 
example  Titanium  Dioxide  is  a  brilliantly  white  substance  that  is  used  as  a  pigment  in  paints,  but 
a  layer  “only  15  mn  thick  is  transparent  and  can  be  applied  to  glass  to  make  it  self-cleaning.” 

One  new  nano-infused  product  with  exciting  uses  in  multiple  areas  is  Demron™  radiation 
shielding  garments.  The  size  of  nanoparticles  allows  them  to  be  more  evenly  spread  forcing 
“each  x-ray  to  contend  with  more  different  substances  in  a  given  space.” 

Another  nanotechnology  advancement  currently  being  researched  is  nanowire.  “The 
progress  in  experimental  techniques  has  made  it  possible  to  synthesize  ultrathin  metal  nanowires 

TO 

with  diameter  down  to  atomic  sizes.”  Most  frequently  mentioned  uses  for  nanowires,  like 
putting  millions  more  transistors  on  a  microprocessor,  are  not  yet  feasible,  but  one  demonstrated 
use  is  reducing  the  risk  of  titanium  implant  failure.  Muscle  tissue  does  not  always  adhere  to 

TQ 

titanium,  but  researchers  have  discovered  it  can  anchor  itself  to  nanowire-coatings. 
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NANOTECH  IN  2035 


By  the  year  2035  the  use  and  impact  of  nanotechnology  will  have  grown  far  beyond 
simple  nano-infused  products.  Senators  Joe  Lieberman  and  George  Allen  state  that  nanotech  has 
the  “potential  to  transform  every  aspect  of  our  lives.”40  The  ability  to  work  in  nanoscale,  “to 
create  large  structures  with  fundamentally  new  properties  and  functions”  is  “leading  to 
unprecedented  understanding  and  control  over  the  basic  building  blocks  of  all  natural  and  man¬ 
made  things.”41  By  2035  nanotechnology  will  have  reached  enough  of  this  potential  to  have 
pervasively  changed  our  world.  Self-assembly,  enabling  “large-scale  circuits  to  be  created  in  test 
tubes  rather  than  in  multibillion-dollar  factories,”  may  even  be  just  around  the  comer. 


Figure  3:  Computer-Simulated  Picture  of  Carbon-Nanotube  Gears  43 

Wang  believes  that  “nanotechnology  will  emerge  as  a  strategic  branch  of  science  and 
engineering,  fundamentally  restructuring  technologies”  as  diverse  as  manufacturing,  medicine, 
computation  and  communication  for  use  in  education,  defense,  and  transportation.44  For 
example  nanoscale  machines  made  from  CNT  gears,  as  depicted  in  the  computer  simulation 
above,  will  be  in  widespread  use.  This  ability  to  build  items  with  molecular  perfection  will  have 
transfonned  our  everyday  lives.  Nano-materials  will  make  products  cheaper,  lighter,  and 
stronger45  and  have  science  fiction-like  interactivity.  Our  products  will  communicate  with  each 
other  and  us.  Our  clothing  will  be  imbedded  with  invisible-to-the-naked-eye  electronics.  Our 
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buildings  will  be  stronger,  safer  and  more  environmentally  friendly.  Nanotechnology  will  have 
replaced  most  microtechnology  in  the  global  commercial  market.  Drexler’s  predictions  of  “a 
general  molecular  engineering  technology”  in  his  ground  breaking  book,  “Molecular 
Engineering:  An  Approach  to  the  Development  of  General  Capabilities  for  Molecular 
Manipulation,”  will  have  come  to  fruition.46 

Nanobiotechnology  of  the  future  will  be  intertwined  with  our  lives  from  cradle  to  grave 
and  will  greatly  improve  medical  care.  The  expanding  ability  to  read  a  person’s  genetic  makeup 
will  enable  individual  diagnostics  and  medical  treatments  with  nano-devices,  making  gene 
sequencing  more  efficient.47  Remote  and  in-vivo  devices  will  lead  to  more  effective  and  less 
expensive  health  care.  Researchers  are  already  predicting  nano-biotech  will  provide  new 
formulations  and  routes  for  drug  delivery  for  optimal  drug  usage.49  Nanotechnology  will  also 
lead  to  rejection-resistant  transplant  organs  and  better  sensors  for  early  detection  and  prevention 
of  diseases.  50 
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By  2035  the  confluence  of  nanotechnology  and  biotechnology  will  lead  to  fundamental 
scientific  and  engineering  advancements.  “The  road  to  nanotechnology,  as  Drexler  described  it 
in  his  PNAS  paper,  and  in  much  greater  detail  in  Nanosystems,  was  a  more  or  less 
straightforward  extension  in  biology.”  Oliver  predicts  that  in  30  years  the  ‘Biotech  Age’  will 
be  in  its  mature  phase  and  will  be  a  greater  economic  and  social  impact  than  was  the  introduction 
of  the  car  and  computer  chip  combined. "  Specifically,  he  predicts  that  by  2050  legacy 
medicine,  which  focuses  on  specific  threats,  will  be  replaced  by  genetic  approaches  that  identify 
and  target  the  actual  source  of  the  problem.54 

One  way  nanotechnology  will  be  tremendously  useful  is  in  medical  treatments  using 
“nano-particle  based  platforms  for  detection  and  treatment  of  cancer”55  or  even  nanoscale 
devices  to  manipulate  biological  activity  to  cure  a  wide  range  of  diseases.56  These  devices  are 
smaller  than  a  human  cell,  which  are  10  to  20  thousand  mn  in  diameter.  A  50  mn  device  could 
operate  inside  a  cell  while  one  less  than  20  mn  could  move  through  blood  vessel  walls.  “As  a 
result,  nanoscale  devices  can  readily  interact  with  molecules  on  both  the  cell  surface  and  within 
the  cell.”  57  Future  nanoscale  devices,58  as  simulated  in  the  picture  above,  are  one  possible 
avenue  for  administering  future  genetically  designed  cures. 

By  2035  nanotechnology  will  have  transfonned  computing  by  continuing  to  create  faster, 
smaller  computers  with  increased  storage  capacity  leading  to  ubiquitous  computing  (UC).59 
Processors  with  declining  energy  use  and  declining  cost  per  gate  will  lead  to  increasingly 
efficient,  small,  mass  storage  devices  that  will  possibly  allow  data  storage  of  up  to  1015 
bytes/cm2  (see  figure  5).  This  paper  does  not  predict  quantum60  computing  (QC),61  within  25 
years,  but  an  interim  step  toward  QC  “  may  be  “very  fast  three-dimensional  molecular 
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63 

circuits. .  .based  on  devices  such  as  nanotubes.”  This  paper  does  predict  that  nanotechnology 
applied  to  data  storage  will  synergistically  engage  with  breakthroughs  in  our  understanding  and 
use  of  carbon  nanotubes  leading  to  exponential  advances  in  all  areas  of  computing.  For 
example,  as  magnetic  material  is  reduced  in  size,  it  acquires  simpler  magnetic  domain  structure 
eventually  leading  to  single  domain  particles  or  nanoparticles  which  offer  exciting  opportunities 
in  high  capacity  data  storage.64  UC,  however,  is  much  more  than  simply  improved  computers 
and  networks,  it  is  “. . .  .calm  technology. ...  a  paradigm  shift  where  technology  becomes  virtually 
invisible  in  our  lives.  Instead  of  having  a  desk-top  or  lap-top  machine,  the  technology  we  use 
will  be  embedded  in  our  environment.”65  Sensors  are  already  embedded  in  many  products,  but 
by  2035  nanotechnology- infused  sensors  will  be  extremely  tiny,  inexpensive  and  interconnected. 
Already  scientists  at  Lawrence  Berkeley  National  Laboratory  have  developed  sensor  systems 
that  “both  detect  nanoparticles  and  rely  on  the  formation  of  nanoparticles  that  have  been 
developed  as  sensing  species.”66  The  commercial  success  of  nanotechnology-enabled  products 
will  play  a  vital  part  in  spreading  computing  power  and  sensors  leading  to  UC.  Nanotechnology 
will  be  in  our  very  clothes,  “nano libers  could  be  used  for  textiles  with  integrated  sensors  and 
electronic  connections.”  These  devices  will  calculate  and  communicate  and  form  “networks 
that  are  flexible  and  reconfigure  themselves  continuously.”  “By  2020,  it  (UC)  will  dominate 
our  lives.”69 
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Novel  Data  Storage  System 


Diamond  or  silicon  Potential  Storage: 

(111)  surface  1015 bytes/cm2 

I  Cvs.  10s,  state  of  the  art) 


Figure  5:  A  Novel  Data  Storage  System70 
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FUTURE  THREATS 


In  25  years,  threats  to  US  national  security  will  come  from  adversaries  using  converging 
scientific  and  engineering  nanotechnology  advances.  We  must  not  underestimate  our 
vulnerabilities  from  nanotechnology-enabled  enemies,  whether  nation  states  or  terrorists.  During 
the  2009  National  Academy  of  Science’s  Avoiding  Technology  Surprise  for  Tomorrow’s 
Warfighter  Symposium,  specific  areas  of  concern  for  Combatant  Commanders  included  the 
threat  from  lack  of  understanding  of  “. .  .how  adversaries  might  employ  rapidly  evolving  and 
often  commercially  available  technologies.. . .”  such  as  nanotechnology.71  This  is  understandable 
as  ubiquitous  nanotechnology  and  sensors  can  create  orders  of  magnitude  increases  in 
transparency  and  lethality. 

By  2035  current  advances  in  nanotechnology-infused  material  science  could  impact 
conventional  military  force-on- force  engagements.  Advances  in  nanomaterial  science  have  the 
potential  to  drastically  improve  everything  from  main  battle  tank  annour  to  personal  protective 
vests  impervious  to  even  annour-piercing  bullets.  This  nanomaterial-based  “lightweight 
transparent  armour,”73  if  infused  with  nanostrands  (seeigure  6),  could  perhaps  even  offer 
protection  from  directed  energy  weapons.  Areas  such  as  amorphous  metal  (which  has  an 
irregular  nanoscale  structure)  might  be  one  starting  point  for  this  improved  armour.  It  has  “about 
double  the  elastic  strain  of  multicrystalline  metal”  with  double  the  tensile  strength  and  hardness 
of  steel  and  three  times  the  fracture  strength. 74  Another  possible  avenue  to  improved  annour  is 
nanoscale  additives  in  composites  such  as  “clay-derived  layered  silicates  in  thermoplastics” 
which  have  reduced  flammability,  doubled  hardness,  and  50  percent  increased  tensile  strength 
and  fracture  toughness.75  The  Air  Force  Research  Laboratory  (AFRL)  at  Wright -Patterson  AFB 
has  demonstrated  a  nanostrand  imbedded  polyester/elastomer  fabric  (see  figure  6)  that 
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suppresses  625KV76  These  two  nanomaterials  used  in  a  composite  are  just  one  possible  way  our 
enemies  could  one  day  employ  improved  tank  or  personal  protective  armour  against  US  interests. 
Both  of  these  developments  would  pose  serious  challenges  for  US  or  allied  combat,  peace¬ 
keeping  or  even  stability  operations.  The  repercussions  of  nanomaterial  science  and 
nanoenergetics  on  munitions  R&D77  will  be  harder,  stronger  penetrators  with  vastly  increased 
explosive  force. 


Figure  6:  ‘Voltage  Suppression-Proof  of  Concept’  without  and  with  Nanostrands78 

Nanoparticles  used  as  nanotaggants,79  could  greatly  enhance  transparency  to  a  point  that 
endangers  U.S.  national  interests.  Advanced  nanotaggants  coupled  with  ubiquitous  computing 
and  nanotechnology-infused  sensors  will  give  us  and  our  enemies  the  ability  to  track  people  and 
their  associates.  This  enables  surveying  what  is  known  in  the  military  as  the  Human  Terrain 

OA 

System  and  is  very  relevant  in  unconventional  warfare.  In  unconventional  warfare  knowing 
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who  holds  power  and  who  is  related  to  who  is  crucial  to  victory;  “the  path  to  victory  in  a 

8 1 

counterinsurgency  (COIN)  runs  through  the  indigenous  population  . . .  (or)  centers  of  gravity.” 

This  research  paper  found  it  credible  that  ongoing  basic  research  with  regard  to  safely 
creating,  using  and  detecting  nanoparticles  would  produce  safe-for-human-use  nanoparticles  ~ 
for  creating  nanotaggants  and  sensors  for  detecting  them  at  a  distance.  In  fact,  basic  handheld 
nanoparticle  detectors  are  already  commercially  available.  Creating  a  nanoparticle  to  tag 
someone  is  only  one  part  of  the  equation;  it  must  also  lend  itself  to  being  detected.  Lawrence 
Berkeley  National  Laboratory  scientists  are  using  the  unique  properties  of  nanoparticles  to 
develop  nanoparticle-detecting  sensors  made  from  nanoparticles.  University  of  Florida 
researchers  (using  a  Tab  on  a  chip’  made  with  bionanotechnology  building  blocks)  feel  confident 
of  making  ‘smart  dust’  nanoscale  detectors  that  change  color  when  exposed  to  conditions 
ranging  from  biological  weapons  to  spoiled  food.  One  type  of  sensor  developed  by  researchers 
at  The  Molecular  Foundry  are  caged  quantum  dots,  which  are  nanoparticles  that  produce 
colors  that  allow  you  to  know  what  you’ve  detected.  Any  one  of  these  advances  in 
nanoparticles  and  sensors,  extrapolated  25  years  into  the  future,  could  be  the  basis  for  a 
nanotaggant  system  by  2035. 

A  nation,  group  or  individual  could  use  nanotaggants  against  U.S.  interests  by  placing 
specific  nanotaggants  on  targeted  individuals  or  by  distributing  a  more  generic  nanotaggant  in  a 
thoroughfare  used  by  multiple  attendees  to  high  level  meetings.  During  the  meeting,  especially 
in  a  high-context  culture90  given  to  personal  contact,  nanotaggants  would  be  transferred,  giving 
an  adversary  Human  Terrain  System  information.  Having  been  identified  and  tracked,  meeting 
attendees  could  then  be  targeted  for  further  intelligence  collection  activities.  Nanotaggants  in  the 
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hands  of  our  enemies  would  make  social  transparency  a  threat  to  U.S.  national  security  and  put 
the  US  on  the  receiving  end  of  the  ancient  lesson  “knowledge  is  power.” 
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DETERRENCE 


“Deterrence  is  a  state  of  mind  brought  about  by  the  existence  of  a  credible  threat  of 
unacceptable  counteraction.”  It  is  “the  prevention  from  action  by  fear  of  the  consequences.” 

Joint  Publication  1-02,  Department  of  Defense  Dictionary  of  Military  and  Associated  Terms91 

Advances  in  nanotechnology  will  present  unique  opportunities  to  deter  future  adversaries 
from  using  nanotechnology  to  threaten  US  national  interests.  In  addition  to  deterrence  as 
defined  above,  this  chapter  will  discuss  the  possibility  of  preventive  control.  This  means 
controlling  nanotechnology  proliferation,  so  our  adversaries  do  not  have  access  to  it.  The 
international  community  currently  uses  this  deterrent  method  with  regard  to  nuclear  technology 
through  preventive  arms  control. 

“Information  is  the  currency  of  victory  on  the  battlefield.”  Attribution  is  crucial  to 
deter  adversaries,  whether  individuals,  groups,  or  nations,  therefore  determining  whom  to  hold 
accountable  is  a  key  requirement  of  deterrence.  Intelligence94  will  become  even  more  relevant  as 
scientific  and  engineering  advances  continue  to  increase  the  lethality  of  individuals  and  groups.95 
Just  as  we  need  to  understand  the  technological  viability  of  the  threat,  we  also  need  to  know  the 
enemy  and  their  intent  and  willingness  to  implement  the  threat.  Targeted  nanotaggants96  could 
add  personal  context  infonnation  to  terrorist  networks  or  rogue  nation  states.  Once  we  know  the 
adversary’s  Human  Terrain  System  we  can  covertly  employ  UC  in  technologically  advanced 
areas  or  emplace  nanotech  interconnected  sensors  as  invisible  eyes  and  ears  to  detennine  their 
technological  capabilities.  Nanotechnology-enabled  increases  in  computing  power  could  then 
identify  useful  patterns,  from  the  data  collected  by  the  taggants,  the  proliferation  of  sensors  and 
UC,  all  available  in  2035.  These  patterns  will  enable  attribution  of  attacks,  or  attack  plans. 
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Q7 

Deterrence  by  denial  might  also  be  viable  with  regard  to  nanotechnology-enabled 
adversaries.  For  example  an  adversary  might  not  use  nanotechnology  for  nefarious  purposes  if 
his  cost-benefit  analysis  showed  using  it  was  not  in  his  best  long-tenn  interest.  A  terrorist  might 
also  be  deterred  if  we  leveraged  the  social  transparency  enhancing  aspects  of  nanoparticles  as 
nanotaggants  to  make  him  believe  he  would  be  detected  and  held  accountable.  It  is  also 

Q  O 

important  to  convince  an  adversary  that  an  attack  would  not  succeed.  Advances  in  nano-filters 
and  introduction  of  nanotechnology-enabled  defensive  and  offensive  weapon  systems,  from 
tanks  with  improved  annour  to  nanoenergetic  munitions  with  nanotech  penetrating  shells,  into 
the  U.S.  inventory  might  also  lead  others  to  forego  the  expense  of  incorporating  nanotechnology 
in  their  weapon  modernization  efforts. 

One  long  standing  deterrence  option  is  preventing  access  to  the  threatening  technology. 
This  is  a  much  more  viable  option  if  the  technology  is  difficult  to  acquire.  Due  to  the  huge 
global  investments  in  nanotechnology  R&D,  the  technology  for  creating  nanotechnology 
products,  as  well  as  continuing  science  and  engineering  advances,  is  quickly  becoming 
inexpensive  and  globally  pervasive.  In  economic  terms  its  tremendously  expanding  influence  on 
the  global  market  has  made  successful  anti-proliferation  actions  extremely  difficult  if  not 
impossible."  The  global  community  could  still  attempt  a  Collective- Actor  Deterrence100  to 
prevent  access  to  nanotechnology  knowledge,  but  nanotechnology  is  continually  becoming  less 
dependent  on  limited  or  costly  equipment.  Commercial  success  of  nanotechnology  has  created  a 
synergistic  resonance  of  scientific  discoveries,  a  concomitant  reduction  in  manufacturing  cost, 
and  a  global  proliferation  of  nanotechnology  knowledge. 101  Controlling  this  knowledge  does  not 
appear  to  be  a  viable  option. 
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CONCLUSION 


“The  Moving  Finger  writes;  and,  having  writ,  moves  on:  nor  all  thy  Piety  nor  Wit  Shall 
lure  it  back  to  cancel  half  a  line,  Nor  all  thy  Tears  wash  out  a  Word  of  it.”102 

Due  to  its  increasing  role  in  the  global  economy  nanotechnology  will  continue  to  be  a 
tremendous  enabler  in  a  wide  range  of  fields  creating  huge  economic  and  military  opportunities. 
However,  in  the  hands  of  our  enemies,  this  same  transfonnational  potential  will  pose  new  threats 
to  our  national  security.  Continued  U.S  leadership  in  nanotechnology  can  offset  this  threat  by 
creating  a  nanotechnology-empowered  military  and  providing  new  deterrent  options. 

Leadership  in  nanotechnology  is  crucial  to  U.S.  economic  success  and  national  security. 
In  addition  to  diplomatic,  information,  and  military  strength,  economic  might  is  one  of  the 
primary  powers  the  U.S.  has  to  protect  itself  and  project  influence.  In  response  to 
nanotechnology’s  huge  economic  potential,  the  President  created  the  National  Nanotechnology 
Initiative  (NNI).  The  NNI  has  assisted  in  making  the  U.S.  the  global  leader  in  nanotechnology, 
but  the  global  competition  has  begun,  as  demonstrated  by  numerous  countries’  indigenous 
nanotechnology  initiatives.  Industries  and  governments  around  the  world  are  independently 
investing  in  nanotechnology  R&D.  This  investment,  coupled  with  the  synergistic  impact  of 
nanotechnology  on  multiple  areas,  will  lead  to  an  exponential  increase  in  ubiquitous  knowledge. 
Continued  global  leadership,  with  regard  to  nanotechnology  R&D  and  nanoproduct  production, 
will  be  crucial  to  America’s  ability  to  afford  its  unrivalled  national  powers.  For  example,  both 
diplomatic  and  military  powers  are  anchored  on  the  bedrock  of  our  economic  strength.  A  very 
strong  economy  is  required  to  support  a  military  able  to  effectively  operate  on  a  global  scale. 
Diplomacy  also  relies  on  funding  for  international  programs,  ranging  from  peace  keeping  to 
foreign  aid.  A  viable  military  option  is  also  required  to  provide  credibility  to  diplomacy  during 
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times  of  tense  international  relations.  Nanotechnology,  as  a  fundamental  design  science,  is  the 
key  to  future  U.S.  economic  competitiveness  required  for  all  these  national  powers. 
Nanotechnology’s  transfonnation  of  the  global  economy  is  irrevocably  tied  to  U.S.  national 
security. 

Nanotechnology’s  transformation  of  the  global  economy  will  create  new  threats  to  U.S. 
security.  Its  unique  properties  applied  to  material  science  will  lead  to  stronger  annour,  more 
effective  munitions,  improved  personal  protective  equipment  and  nanotaggants.  The 
convergence  of  advances  in  material  science,  computing  and  biotechnology  will  lead  to 
increased  social  transparency.  Americans  will  be  vulnerable  to  nanotaggants  created  from 
advancements  in  nano-  particles,  sensors  and  detectors.  Nanotaggants  will  allow  adversaries  to 
‘tag’  a  target  for  tracking  and  data  collection.  U.S.  investments  in  nanotechnology  R&D  will 
lead  to  advancements  enabling  our  military  to  detect  and  neutralize  nanotaggants  as  well  as 
protect  themselves  from  improved  munitions  as  well  as  defeat  their  adversary’s  armour. 

Nanotechnology  also  offers  possibilities  in  the  realm  of  deterrence.  In  line  with  the  quote 
“Knowledge  is  Power”  nanotechnology  will  revolutionize  infonnation  gathering  and  knowledge 
vulnerability.  Nanotechnology  applied  to  computing  and  sensors  will  lead  to  ubiquitous 
computing  (UC)  enabling  U.S.  forces  to  leverage  UC  in  technologically  advanced  areas,  or 
emplace  nanotech  interconnected  sensors  in  undeveloped  areas,  using  these  sensors  as  invisible 
eyes  and  ears  to  better  understand  and  defeat  an  adversary. 

In  light  of  nanotechnology’s  potential  to  impact  military  capabilities  this  paper 
recommends  further  research  to  detennine  if  U.S.  military  prioritization  of  nanotechnology  R&D 
is  commensurate  with  its  potential  impact  on  our  future  defense  capabilities  and  deterrence 
options.  One  specific  research  area  of  growing  importance  is  the  ability  of  nanomaterial, 
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whether  completely  nano-designed  or  nano-infused  as  in  ceramic  sprays,  to  protect  electronics 
and  building  material  from  electromagnetic  pulses  or  directed  energy  weapons.  The  same 
research  could  also  explore  nanofilters  as  protection  against  nanoparticles  as  well  as  detectors  for 
nanotaggants. 

A  quarter  century  ago  The  Concise  Columbia  Encyclopedia  did  not  have  an  entry  for 
nanotechnology. 103  Today’s  on-line  Columbia  Encyclopedia  is  full  of  information  on 
nanotechnology. 104  Feyman  said,  “In  the  year  2000,  when  they  look  back  at  this  age,  they  will 
wonder  why  it  was  not  until  the  year  1960  that  anybody  began  seriously  to  move  in  this 
direction.”105  The  question  before  us  today  is  what  our  leaders  in  25  years  will  think  of  how  we 
addressed  the  implications  of  nanotechnology  with  regard  to  our  future  security. 

America’s  future  national  security  must  be  nanotechnology-empowered.  This  requires 
continued  U.S.  leadership  in  nanotechnology.  We  must  be  able  to  employ  nanotechnology- 
enabled  military  and  intelligence  gathering  hardware  to  counter  nanotechnology-derived  threats. 
This  envisioned  future  requires  an  even  larger  current  investment  in  science  and  technology, 
because,  as  this  research  has  shown,  the  threat  from  nanotechnology-enabled  adversaries  is  very 
credible.  It  is  an  economic  and  security  imperative  that  America  listen,  as  Horton  did,  and 
prepare  now  for  nanotechnology’s  impact  on  the  U.S.  national  security. 
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